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The Electronic Records Archives Vision
(ERA)

“The Electronic Records Archives will
authentically preserve and provide access
to any kind of electronic record, free from
dependency on any specific hardware or
software, enabling NARA to carry ”’(((
out its mission into the future.” ER\




NARA’s Electronic Records Challenge

 Preserve any type of record,
 Created using any type of application,
e On any computing platform

« From any entity in the Federal
Government and any donor

* Provide discovery and delivery to anyone
with an interest and legal right of access

« Now and for the life of the Republic, and

 Provide effective policies, strategies,
standards, guidance, and tools for federal
agencies to manage electronic records in
support of their lines of business



NARA Lines of Business

The National Archives

— 15 sites nationwide
Presidential Libraries

— 11 sites nationwide
Federal Records Centers

— 15 sites nationwide

ERA Internal
Customers

Federal Records Management

Information Security Oversight
ERA Collaborators
Grants to state and local goverments
and non-profit private organizations for
documentary editions and records
management projects

Federal Register




The ERA Program
Management Office

 Acquisition of the ERA system to

— Support NARA'’s end-to-end process for lifecycle
management of all federal records

— Preserve, and provide access to valuable electronic
records

e Organizational change management

— Ensure NARA successfully implements the system to
achieve its strategic objectives

« Research and Exploratory Development

— Address new challenges posed by continuing change
In Information Technology and its use in government

— Capitalize on progress in technology



NARA's Strategy

« Attack the critical preservation problem

 Find solutions in commercially viable,
mainstream technologies being developed
to support e-commerce, e-government and
the next generation national information
Infrastructure

 Align with overall direction of Information
Technology in the U.S. Government

 Define the requirements in terms of the
lifecycle management of records



Strategy:
Attack the Preservation Problem

 No one has demonstrated effective methods of
preserving most types of electronic records over
long periods of time.

* The physical preservation of bit streams is
manageable

 The key problem is that of reproducing authentic
electronic records from stored bit streams.

— Old computing platforms can’t be kept alive

— Old data formats cannot be processed on new
platforms



Preserving Records
entails requirements which are not
applicable to all types of
iInformation objects



Records are preserved as members of
ordered sets
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Sets of records can span long time periods
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Strategy: FInd solutions In
mainstream technologies
supporting e-commerce, e-
government and the next
generation national information
Infrastructure



Strategy: Align with E-government

Citizen System

Agency System Business System
Government
| System
Database
\_/_




E-transactions: basic assumptions

o Different systems interact in conducting e-
transactions.

 Anything which must be true about an
Information asset in one system must be true
about that asset in another system involved

In the e-transaction.
 The only thing one system needs
to know about another systemis |[ ]

that It can use the same
. . Bl 4*» -l
Intermediary.
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Electronic Records Archives:
basic assumptions

The ERA system must be able to interact with
different systems, over the course of time.

Any record in the ERA system must be an authentic
copy of that record.

Any record delivered from ERA to another system
must be an authentic copy.

At any time, the only thing the ERA system needs
to know about another is that

It can use the same intermediary.
Over time, the ERA system

Cﬂ
cannot know what mediators —
other systems will use. ]

!




Preserving Electronic Records

Many government lines of business occur over
lengths of time which span multiple generations of
Information technology.

The electronic records needed to support these
functions must remain available and authentic.

An authentic record i1s one which remains as reliable
as It was when first created.

A reliable record is one which can stand for the acts

and facts it conveys; i.e., you can rely on it
In doing your business.



Strategy: FInd solutions In
mainstream technologies
supporting e-commerce, e-
government and the next
generation national information
Infrastructure



Collaborative Approach

NARA
ERA System

Framework for

Electronic Records Archives

~

Information Technology Architecture
for Persistent Digital Collections

NexXt Generation

National Information Infrastructure

/ / \ \



Managing and Enabling
Worlds of Knowledge

“Strategies to assure long-
| term preservation of digital

" records constitute another

a
M particularly pressmg issue
g for research

Networking
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Technology
Research
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Development
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ERA Partnerships
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Collaborations

 Build Knowledge

 Develop Solutions, Services &
Tools

e Provide Services



Collaborations: Build Knowledge

 Evaluate, adapt, develop archival knowledge
— InterPARES Project
— Erpanet

o |dentify and evaluate technical possibilities

— National Partnership for Advanced Computational
Infrastructure

— National Computational Science Alliance
— U.S. Army Research Laboratory



InterPARES Preservation Model
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Knowledge-Based Persistent Archives

Ingest i AcCCcess
g_ Maintenance )
Services Services

Relationships Knowledge Knowledge or
Knowledge | Between Repository for Topic-Based
Concepts Rules Query / Browse

Domain to Information Mapping

Attribute- based
Query

Information
Repository

Attributes

Information )
Semantics

Encoding

Data Grid

Access Methods

Fields Storage Feature-based
Data Containers (Replicas, Quer
Folders Persistent IDs) Y

National Partnership for Advanced Computational Infrastructure




Collaborations:
Develop Solutions, Services & Tools

Develop and adapt standards
— Open Archival Information System -1SO
— Records Management - ISO
— National Spatial Data Infrastructure
» Federal Geographic Data Committee
Address common needs
— Virtual Archives Laboratory

— Global Registry of Digital Formats

« Harvard University, MIT, Library of Congress, Bibliotheque nationate de
France, et all

— Identification of duplicate and unique digital objects

» National Institute of Standards and Technology, Georgia Tech Research
Institute

— Persistent authentic records
* Manufacturing Sector

— Archivists Workbench
» Michigan State Archives



OAIS Information Model

Taxonomy of Structure of
Information Objects Information Objects

Infarmation Information
Object Object
| 4
interpreted

uzin
Presarvation ; . U b _
Cionibant Dieserinfi Packaging Descrptive Ciata inkepreted using | Representation
Infiormmation ECTpIOn Infammation Infarmation Object Information |4
Information
Figure 4-12: Information Object Taxonomy | T |
Physical Digjtal
Object Ohject
Data Interpreted | Representaton . - Infarmation 1
Object Using Its Information o Ohject T1
_F _.'

Eit
Figure 2-2: Obtaining Information from Data

Figureé 4-10; Information Object



Virtual Archives Laboratory

NARA DIGITAL COLLECTIONS and FEDERATED SITES
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Persistent Archives for Digital
Engineering Product Data & Digital
Manufacturing Process Records

Virtual
Archives
Laboratory




Collaborations: Provide Services

Collaborative records scheduling and appraisal

— Federal agencies

Retention and access to digital Official Military Personnel Files
— U.S. Department of Defense

Preservation of digital medical records

— U.S. Army

Digital Libraries as brokers for access to NARA holdings
— Digital Library Federation
Affiliates

— Government Printing Office

— Library of Congress



ERA’s Goals

« Overcome technological obsolescence in a manner
that preserves demonstrably authentic records

 Build a dynamic solution that:
« Accepts that changes will happen

Incorporates continuing change in IT

Takes advantage of new technologies

Maintains and improves performance

Improves customer service



3 Tiered Preservation Strategy

e Base

— Specific mapping from digital components to records and sets
of records

— Guaranteed physical preservation in native format

— Access, over short term, using original software or substitute
« Standard

— Conversion to durable, accessible formats

— Enhanced access, e.g. through viewer software, advanced
search capabilities

e J|deal

— Self-describing, self-validating records in infrastructure
independent formats

— Delivery in target formats specified by customer



ERA Virtual Workspaces

Records Lifecycle
Management

< Workflow Management >
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ERA Virtual Workspaces

‘ Disposition Agreement ’ Records Lifecycle ‘ FOIA Request ’
Management

‘ Request to Transfer Records ’ ‘ Request for Assistance ’

Workflow Management
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ERA Virtual Workspaces Increment 1

‘ Disposition Agreement ’

Records Lifecycle
Management

‘ Request to Transfer Records ’

‘ FOIA Request ’

‘ Request for Assistance ’

Workflow Management

Template Repository
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ERA Virtual Workspaces increment 2

‘ Disposition Agreement ’ Records Lifecycle ‘ FOIA Request ’
Management

‘ Request to Transfer Records ’ ‘ Request for Assistance ’

Workflow Management

Template Repository Records Lifecycle Data Description of Holdings
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ERA Virtual Workspaces increment 3

Records Lifecycle ‘
Management

‘ Disposition Agreement ’ FOIA Request ’

‘ Request to Transfer Records ’ ‘ Request for Assistance ’

Workflow Management

Template Repository

Records Lifecycle Data

Description of Holdings
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ERA Virtual Workspaces increment 4

‘ Disposition Agreement ’

‘ Request to Transfer Records ’

Records Lifecycle ‘

Management

FOIA Request

‘ Request for Assistance ’

Workflow Management

Template Repository

Records Lifecycle Data

Description of Holdings
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ERA Virtual Workspaces increment 5

‘ Disposition Agreement ’ Records Lifecycle ‘ FOIA Request ’
Management

‘ Request to Transfer Records ’ ‘ Request for Assistance ’

< Workflow Management >

Template Repository Records Lifecycle Data Description of Holdings
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ERA Functionality

ERA will provide a single portal to NARA services
for lifecycle management of records

ERA will support disposition workflow for all
records, both temporary and permanent, electronic
and traditional.

ERA will process, store and provide access to
electronic records transferred to NARA

ERA will be available from any Internet connection,
on the desktop and laptops




ERA Will Not...

ERA will not create Schedules

« But it will provide tools to assist records managers
and archivists and enable the to collaborate In
creating and approving schedules

ERA will not perform Appraisals
« But it will track the processing of appraisals

ERA will not manage locations for paper
records

 But it will interface with locator systems

ERA will not digitize paper records
« But it will accept the digital images



NEW ERA

On 4 August 2004, NARA awarded contracts to 2 companies, Harris Corporation
and Lockheed Martin Corporation to design, develop & operated the ERA system

Each company will produce System Requirements Specifications, a System
Architecture and Design, and a prototype of the system

In August 2005, NARA will select one company to contiue to develop and deploy
the system.

.//,// For information, contact NARA’s Electronic Records Archives at: <
‘I\l‘ll( www.archives.gov/electronic_records_archives :‘
\| |

National Archives and Records Administration '\”{1_ s S



Design Contracts Awarded

e Harris Corporation, Government Communications

Systems Division

Harris Corporation is an international communications equipment company
focused on providing product, system, and service solutions for commercial
and government customers. The company serves markets for microwave,
broadcast, secure tactical radio, and government communications systems.
Harris has more than 10,000 employees, including 5,000 engineers and
scientists, and is headquartered in Melbourne, Florida.

 Lockheed Martin, Transportation and Security

Solutions Division

Lockheed Martin is a leader in Defense and Government Markets.
Headquartered in Bethesda, Maryland, the corporation employs about
130,000 people worldwide and is principally engaged in the research, design,
development, manufacture and integration of advanced technology systems,
products and services.



Contract Outputs

« Each Contractor is required to produce:
— System Requirements Specifications
— ERA System Architecture and Design

— Prototype and Demonstration for
* Records Disposition / Scheduling
 Template Management

 Atthe end of a year, NARA will evaluate each
contractor’s products and performance and
select one to develop the system



ERA System Acquisition Lifecycle

We are here

1988 2000 2004 2007 2011
Milestones
e A Mission Need, Vision Statement,
Analysis of Possibilities
e B Contract Award
e Bl Design Selection

Cl-C5 Increments 1to 5



Key Characteristics of an
Electronic Records Archives System

 Evolvable
— It must be possible to maintain the system indefinitely.

— It must be possible to replace any item of hardware or software
with minimal impact on the system as a whole.

e Extensible

— The system must be able to preserve and process new types of
electronic records.

— It must be possible to add new hardware or software when that is
desirable.

It must be possible to implement new techniques for preservation.
e Scalable

— It must be possible to expand the system’s capacity virtually
without limit

— It must be possible to implement the system, or a useful
subsystem at a small scale.



Electronic Records Archives

For additional information:

http://www.archives.gov/electronic_records_archives/ind
ex.html
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